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	Jurisdiction
	Question(s)

	
	1).  Does your office validate incoming IP address information for bulk/XML electronic filings?  (Example-  AAA Entity equates to IP address 111.0.2.111 )  If yes - How is the IP address obtained?   

2).  If the answer above is no, what, if any,  other processes within your office capture IP address information with the potential to associate the IP address to a particular filing or entity in your online filing system?

3).  Assuming your office stores the IP address information, is this information protected by any privacy laws in your jurisdiction?   

4).  If you have the capability to block specific IP addresses, how often have you been required to employ this process?  

5).  Do you block any specific regions and if so what are those regional areas?

	Manitoba
	

	Corporations Canada
	

	Alabama
	

	Alaska
	

	Arizona
	1.) We don’t have bulk/xml filings at this time.
2.) None

3.) There is a privacy law in place to prevent disclosure of IP addresses.  See A.R.S. Section 41-151.22.
4.) We can block IP addresses, but cannot comment on the frequency with which we do so.
5.) We cannot provide details of our security procedures.

	Arkansas
	

	California
	

	Colorado
	

	Connecticut
	

	Delaware
	

	District of Columbia
	

	Florida
	

	Georgia
	1.) No,  Georgia SOS does not support bulk/XML electronic filings.
2.) The GA SOS IT department does capture all IP address of incoming traffic of all messaging coming into our Firewall. Those IP addresses are not recorded in any of the subsystems that are being accessed much less tied to an event within that system.
3.)  IP addresses are not necessarily protected from our understanding and have been pulled for investigative purposes but are not openly distributed because of the difficulty to extract them from our system. We do not have a retention period set for these so I don’t know how much history is available.
4.) The GA SOS IT department has implemented IP blocking based on access frequency. This protects our systems from unwanted data mining and DOS attacks.
5.) Yes we do block some known heavy attack regions.

	Hawaii
	Hawaii does not have  bulk XLM filings.

	Idaho
	

	Illinois
	

	Indiana
	1.) IN is still behind the times on this.  We do not offer bulk/XML filings.  Will do so with  the new system.
2.) Our vendor has started to capture IP addresses in relation to business entity filings.  We are looking at the black/white listing particular addresses.  We are having issues with screen scraping
3.) Because the vendor is storing the information, I am not sure whether privacy laws would apply.  I’m also not certain if there is an exception they might fall under.
4.) Since we are just getting started with the process, I am unsure how often we will employ the process.  Happy to update you as I learn more.
5.) We have not discussed blocking regions yet.  

	Iowa
	

	Kansas
	

	Kentucky
	

	Louisiana
	1.) We collect IP address on all electronic filings using request.Headers("X-Forwarded-For"). It is not stored on the filing but with the transmittal information.
2.) n/a

3.) It is not protected by law. We give it to law enforcement. We’ve never given it out in a public records request but would I assume if they specifically requested it.
4.) We’ve not blocked specific IP addresses for STS electronic filings but have for BOS searches. We’ve done it 3 times in the last 8 years. We block for 7 days then allow again if issue doesn’t still exist. The state and our own network security appliances monitor and block IP addresses 24-7.
5.) We block specific IP addresses not regions.

	Maine
	

	Maryland
	

	Massachusetts
	

	Michigan
	

	Minnesota
	1.) YES and we require an authenticated login as well.
2.) n/a

3.) The IP address is private, statute 13.15.
4.) Yes we have the capability to block IP addresses, OSS utilizes an IPS (intrusion prevention system) that drops all malicious traffic that matches its known signatures. OSS also subscribes to a service that provides a list of IP addresses known to have generated malicious traffic these are also automatically blocked.  OSS also does analysis on log files looking for bot type activity and will then block those addresses.
5.) no

	Mississippi
	

	Missouri
	

	Montana
	

	Nebraska
	

	Nevada
	 

	New Hampshire
	

	New Jersey
	

	New Mexico
	

	New York
	

	North Carolina
	 1- No

2- Internet Information System Logs

3- N/A

4- We have the capability to block, but we have only blocked a few times as a result of "spidering" that reached the point of denial of service.

5- No

	North Dakota
	

	Ohio
	.

	Oklahoma
	

	Oregon
	

	Pennsylvania
	

	Rhode Island
	

	South Carolina
	

	South Dakota
	

	Tennessee
	

	Texas
	1.) No, we rely on credentials for validation.
2.) We capture IP addresses in situations where we need to distinguish between internal and public use (ex: our Business Tracker) or if there is significant potential for dispute resolution (we do not do this for anything related to business entities, but have examples in grant areas, such as the reimbursement of eligible voter registrar expenses).
3.) n/a

4.) We have on occasion been asked if this can be done to block or redirect an abusive user, but we have never implemented for that purpose.  Our only use has been in situations where we want to temporarily enable a normally public web application for internal use only (ex: administration transitions).
5.) No

	Utah 
	

	Vermont
	

	Virginia
	

	Washington
	 Washington State’s answers for our current system are below. 

Our new system may have some of these capabilities but we won’t know that until next year.
1.) No – we don’t do bulk filings online yet.
2.) We only capture IP addresses in our new “forms generator” in order to distinguish between internal (staff) and external (public) use.  These forms are for amended annual reports, statements of change, and reinstatements.  They are not filed online yet
3.) WA does not have much in privacy laws but very open public records law.  We haven’t been asked for this information but I suspect it would be public if within the retention period.

	West Virginia
	

	Wisconsin
	 

	Wyoming
	


Additional comments:
Full text of email:
Good afternoon - I have a quick listserv question related to e-filings.  Thanks, in advance!

1).  Does your office validate incoming IP address information for bulk/XML electronic filings?  (Example-  AAA Entity equates to IP address 111.0.2.111 )  If yes - How is the IP address obtained?   

2).  If the answer above is no, what, if any,  other processes within your office capture IP address information with the potential to associate the IP address to a particular filing or entity in your online filing system?

3).  Assuming your office stores the IP address information, is this information protected by any privacy laws in your jurisdiction?   

4).  If you have the capability to block specific IP addresses, how often have you been required to employ this process?  

5).  Do you block any specific regions and if so what are those regional areas? 

Katie Zvolanek

Director of Campaign Finance & Administrative Counsel

Ohio Secretary of State Jon Husted

180 E. Broad St., 15th Floor

Columbus, Ohio 43215

p: 614.728.6855

f:  614.485.7610
Page 6 of 8

